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Offeror Cybersecurity Certification (402-PR-TMP-D) (Rev 4.0) Effective 7/31/2026

Offeror Cybersecurity Certification (402-PR-TMP-D) (Rev 4.0) Effective 07/31/2026

	Offeror Legal Entity (including dba if any):         
	UEI Number:         

	DUNS Number:         
	Cage Code:         

	ASRC Federal ‘s (including their subsidiaries) U.S. Government customers include contract clauses that require contractors and subcontractors (at all tiers) to provide “adequate security” to safeguard certain types of government information on their internal systems, including the FAR and DFARS contract clauses:
The following FAR clause defines contractor and subcontractor obligations to protect covered contractor information systems:
· FAR 52.204-21, Basic Safeguarding of Covered Contractor Information Systems – Requires supplier’s compliance at time of award with a select subset of NIST SP 800-171 Rev. 2, ‘basic safeguarding’ Cybersecurity controls for internal systems with “federal contract information”
The following DFARS regulations define Department of Defense (DoD) contractor and subcontractor obligations to protect DoD Controlled Unclassified Information (CUI), and are applicable to this ASRC Federal subcontracting effort: 
· DFARS 252.204-7012, Safeguarding Covered Defense Information & Cyber Incident Reporting – Requires supplier’s implementation of NIST SP 800-171 Rev 2, prior to award, which includes Cybersecurity controls for internal systems with “covered defense information’ (CDI).  To have implemented NIST SP 800-171 Re. 2 for purposes of this DFARS clause, companies must have performed a self assessment of their covered systems, completed a System Security Plan (SSP) and as applicable, a Plan of Actions and Milestones (POAM) and obtained the DIBNET incident reporting medium level of assurance hardware certificate.
· DFARS 252.204-7019, Notice of NISTSP 800-171 DoD Assessment Requirements (Solicitation ) and DFARS 252.204-7020, NIST SP800-171 Assessment Requirements (Contract) – Requires suppliers to have the score of an assessment of the information system that will handle Covered Defense Information submitted to the Department of Defense (DoD) Website “Supplier Performance Rating System (SPRS)..
· DFARS 252.204-7021, Contractor Compliance with the Cybersecurity Maturity Model Certification Level Requirements – Requires suppliers to have a Cybersecurity Maturity Model Certification (CMMC) assessment or certification loaded into SPRS and to annually affirm that the assessment or certification is still current.
To satisfy ASRC Federal’s and its Subsidiaries’ regulatory requirements stipulated by our prime contract(s), we request that your organization answer the questions below and return this completed certification. Please respond considering all information systems utilized in support of ASRC Federal family prime contracts.

	Is the information system scope for this representation for an enclave or enterprise network?      ☐  Enterprise       ☐ Enclave
If Enclave, Unique Name of the Enclave:         
Note:  An Enclave/Off-network information system is a network not connected to the Enterprise network.  An Enclave may be established to meet a special purpose, for example, to support a higher CMMC level environment.
If multiple information systems will be used, please complete a separate representation for each.

	FAR 52.204-21 – Basic Safeguarding of Covered Contractor Information Systems

	1.  Is offeror’s information systems compliant with the requirements of FAR 52.204-21, Basic Safeguarding of Covered Contractor Information Systems?
☐ Yes     ☐  No
Note:  To be compliant, the FAR controls must be fully implemented.  The requirements cannot be met with a Plan of Action and Milestone (POAM).




	DFARS 252.204-7012 – Safeguarding Covered Defense Information & Cyber Incident Reporting 

	2. Are these systems compliant with the requirements of DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting,” including the use of external cloud services providers that meet the security requirements equivalent to those established by the government for Federal Risk and Authorization Management (FedRAMP) moderate baseline”

☐ Yes     ☐  No

	2a.  Have all 110 controls of the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171 Rev. 2 been implemented on the information systems?

☐ Yes (if you select this response, move on to 2c below)    ☐  No (if you select this response, answer 2b below).

	2b.  If 2a is answered “No,” is your information system operating under a Plan of Action and Milestones (POAM)?
☐ Yes     ☐  No
(i) Provide the POAM closure date:         
(ii) Have all 31 Basic Security Requirement controls of the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171 Rev. 2 been implemented into the information system?     ☐  Yes     ☐  No
(iii) Have 100 or more controls of the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171 Rev. 2 been implemented into the information system?      ☐  Yes     ☐  No

	2c.  Does offeror’s company currently hold a Medium Level of Assurance (MLOA) Certificate to access DoD Cyber Crime Center (DC3) portal for cyberincident reporting as required by DFARS 252.204-7012(c)(3)?    ☐  Yes     ☐  No
See https://dibnet.dod.mil for details on cyber incident reporting.

	DFARS 252.204-7019 – Notice of NISTSP 800-171 DoD Assessment Requirements (Solicitation) and DFARS 252.204-7020 – NIST SP800-171 Assessment Requirements (Contract) 

	3. Is the offeror’s company compliant with the requirements of DFARS 252.204-7019,and DFARS 252.204-7020 ‘NIST SP800-171 Assessment Requirements’?  Compliance requires the usage of the DoD Assessment Methodology, with submitted resulting scores to the Department of Defense website Supplier Performance Rating System (SPRS).
☐  If Yes, mark the appropriate box below and attach a screen shot from SPRS that includes latest submission date and rating.
(i) ☒  Self-assessment completed and date of submission to SPRS is:          
(ii) ☐  Industrial Base Cyber Security Assessment
(iii) ☐  DIB CAC Level:   ☐  Medium     ☐  High 
(iv) DIB CAC assessment date:         
☐  No

	DFARS 252.204-7021 – Contractor Compliance with the Cybersecurity Maturity Model Certification Level Requirements 

	4a.  CMMC Level 3 (DIB CAC) – Does the offeror’s company comply with CMMC Level 3 Certification requirements?
☐ If Yes, mark the appropriate boxes below and attach a screen shot from SPRS that includes CMMC UID, latest affirmation date and assessment rating.
Type:   ☐  Conditional    OR     ☐  Final    Date:          
Date of Affirmation submitted to SPRS:         
CMMC Unique Identifier (UID):         
Note:  If “Conditional Assessment”, POAM must be completed within 180 days
☐  No (proceed to CMMC Level 2)

	4b.  CMMC Level 2 – Does the offeror’s company comply with CMMC Level 2 Certification requirements?
☐  If Yes, mark the appropriate boxes below and attach a screen shot from SPRS that includes (if applicable) CMMC UID, latest affirmation date and assessment rating.
Assessor:  ☐  Self   OR     ☐  a Certified Third-Party Assessor Organization (C3PAO) 
If C3PAO, name of the C3PAO:         
Type:   ☐  Conditional    OR     ☐  Final    Date:          
Date of Affirmation submitted to SPRS:         
CMMC Unique Identifier (UID):         
Note:  If “Conditional Assessment”, POAM must be completed within 180 days
☐  No (proceed to CMMC Level 1)

	4c.  CMMC Level 1 (Self) – Does the offeror’s company comply with CMMC Level 1 Certification requirements?
☐  If Yes, mark the appropriate boxes below and attach a screen shot from SPRS that includes latest affirmation date and assessment rating.
Date:         
Date of Affirmation submitted to SPRS:         
CMMC Unique Identifier (UID):         
☐  No 

	REPORTING REQUIREMENTS

	☐  Offeror certifies that during performance of any subcontract agreement with any ASRC Federal Companies, they will:
    (1)  Notify ASRC Federal when submitting a request to vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance with DFARS 252.204-7012.
    (2)  Provide ASRC Federal with the incident report number assigned by the DoD as soon as practicable when reporting a cyber incident to the DoD
    (3)  Provide immediate written notice to ASRC Federal if, at any time, the Offeror learns that its certification was erroneous when submitted or has become erroneous by reason of changed circumstances.  
(4)  Notify ASRC Federal of any significant change in SPRS assessment rating.
(5)  Provide annual SPRS attestations screen shot, as applicable.
This certification concerns a matter within the jurisdiction of an agency of the United States. The making of a false, fictitious or fraudulent certification may render the maker subject to prosecution under 18 U.S.C. § 1001.

	By signing below, I represent that I am a company official with authority to complete this form and certify that the information submitted herein is current and accurate at the time of certification.

	Offeror’s Name:        
	Offeror’s Title:        

	Offeror’s Email:        
	Offeror’s Phone Number:        

	Signature: 
	Date Executed:        
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